NudopmannonHas namMsaTka s 00y4arommxcsi 0 co0JII0eHNN
HHTEePHeT-0e30MaCHOCTH

C KaXXJpIM roJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTCS OOJIbILE, @ IIKOJIBHUKU OJHU U3
caMbIX aKTUBHBIX MOJb30Bareneil Pynera. Mexay TeM, IOMMMO OrPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, MHTEPHET HECET MU MpoOJeMbl. DTa MHaMmsATKa JOJDKHA I[OMOYb Tebe
0€30I1aCHOHAXOJUTHCS B CETH.

KomnbroTepHble BUPYChI

KoMIIBIOTEpHBIII BHpPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOIPAMM,
OTIIMYMUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBJIETCS CIIOCOOHOCTH K Pa3MHOKEHHUIO. B
JIOTIOJIHEHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WM MOJHOCTHIO YHUUYTOXKUTH BCE
(haiisbl U JaHHEIE,

MOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOpPOro Oblja 3alylleHa 3apa)KeHHas
MpOrpaMma, a TaKKe MOBPEIUTh WIH JaKe YHUUTOXHUTH ONEPALUOHHYIO CUCTEMY CO
BceMHu ¢aiinamMu B 1eJIOM. B OONBIIMHCTBE CIy4aeB pacIpOCTPaHSIOTCS BUPYCHI
gyepe3 MHTEpHET. MeToIbl 3alMThl OT BPEIOHOCHBIX POTrpaMM:

1. Mcnionib3yli COBPEMEHHBIE ONEPALMOHHBIE CHCTEMBI, UMEIOLIUE CEPbE3HBIM YPOBEHb
3aIIUTHIOT BPEJOHOCHBIX IIPOTPaMM;

2. [locrossHHO ycTaHaBnuBail mayT (LMQpPOBBIE 3aIUIATKU, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LIEbIO JTOPAaOOTKU IPOTrpamMmbl) U JApyrue OOHOBJIECHHUS CBOEH
omepaliioHHONW cucTemMbl. CkauMBailT WX TOJNBKO C OQHUIMATBLHOTO CailTa
pazpabdotunika OC. Ecim cymecTByeT peXuM aBTOMAaTHUUYECKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. PaboTail Ha cBoeM KOMIIBIOTEpE MOJ MIpaBaMu IOJIb30BATENs, a HE aJJMUHUCTPATOPA.
OTO HE MO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTrPAMM HHCTAJUITMPOBATHCS HA TBOEM
MEPCOHAJILHOM KOMIBIOTEPE;

4. Vicnonp3yll ~ aHTUBHpPYCHbIE  NPOTPAMMHBIE  MPOAYKTHI  U3BECTHBIX
MIPOU3BOJIUTENEH, CABTOMAaTHYECKUM OOHOBJIEHUEM 0a3;

5. Orpanuyb GU3UYECKUN JOCTYI K KOMIBIOTEPY JJIsl TOCTOPOHHUX JIUII;

6. Ucnonp3yil BHELIHHE HOCUTENM HMH(OpMAIUH, Takue Kak (hiemika, JUCK WU

(aiin u3MHTEepHEeTa, TOJBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail koMIbIOTepHBIEC (Daiiiibl, MOTyYEHHBIE W3 HEHAJECKHBIX HCTOYHHKOB.
Jaxxe Te Qailnibl, KOTOpbIE MpUCTaT TBOM 3HAKOMBIN. JIydllle yTOUHU y HETO, OTIPaBIISII
mu oH Tebe ux. Ceru WI-FI

Wi-Fi - 5T0 He BUJ Tiepeayn JaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIb OpEHII, MapKa.
Eme B 1991 rony Hunepnanackas kommaHus 3apeructpuponana openn "WECA", uto
obo3Havano cioBocoueranue Wireless Fidelity", xotopeni mnepeBomuTCS Kak
"GecpoBOIHAST TOYHOCTH'".

Jlo Hamero BpeMeHM JouuIa Jpyras a0OpeBuaTypa, KOTopas SBISETCS TaKOH ke
TexHosorueil. Ito abopeuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO JIaHO C HAMEKOM Ha
CTaHAapT BhICHICH 3ByKOBoW TexHMkH Hi-Fi, 4uro B mepeBome o3HauaeT "BBICOKas
TOYHOCTB'".

Ha, OecrulaTHbIi MHTEPHET-AOCTYIl B Kade, OTeNIX U a’pornoprax SBISETCS
OTJIMYHON BO3MOXHOCTBIO BBIX0J1a B UHTEpHET. HO MHOTME 3KCHEPTHI CUUTAIOT, YTO
obmenoctymubie Wi-Fi ceTu He sSIBJISIOTCS O€30MMaCHBIMH.



Cosertsl 110 0e30macHOCTH PaboThI B 00mmenocTynHbix cersix Wi-fi:

1. He mepenaBaii cBoro nuuHyro uH(popMarmio yepe3 obdmenoctymabie Wi-Fi cetw.
PaGotas BHHX, *XelaTeIbHO HE BBOAUTD MAPOJIH JIOCTYIIA, JOTUHBI U KaKHe-TO HOMEpa;

2. Ucnonb3yil 1 OOHOBISAH aHTUBHPYCHBIE TMpOTrpaMMmbl W Opanamayep. Tem

caMbIM ThlOO€30MacHIllb ce0sl OT 3aKauKH BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu wucnonb3oBanuu Wi-F1 orkmoun ¢ynkuuo "OOmmit moctyn k ¢aiinam u
npuHrepaM". JlaHHag QyHKOUS 3aKpbiTa [0 YMOJYaHHMIO, OJIHAKO HEKOTOpPbIE
MI0JIb30BATENM aKTUBUPYIOT €€ JIJIs y100CTBa UCIIOJB30BaHUs B paboTe Wi yueoe;

4. He ucnonp3yit nyonuunsiii WI-FI mis nmepenauu JIMYHBIX JaHHBIX, HAIpPUMEp JUIS
BBIXO/Ia B COIIMAIbHBIE CETU WM B DJIEKTPOHHYIO MOYTY;

5. Mcnonp3yil Tonbko 3amuiiieHHoe coeaunaenue yepe3 HTTPS, a ue HTTP, T.e. ipu
HabopeBeb-aapeca BBOU uMeHHO "https://™;

6. B wmoOuabHOM Tenmedone otkmroun  dyHkuuioo  "lloakmrouenune k- Wi-Fi
aBTomatnuecku". He momyckaii aBTOMaTHYECKOTO MOAKIIOYEHHS! YCTPOMCTBA K CETSIM
Wi-Fi 6e3 tBoero cornacus. ConnajbHble CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly )KU3Hb, MHOTHE JIIOJU PabOTAIOT U KUBYT TaM
MOCTOSIHHO, a B Facebook yxke 3apervcTpupoBaH MHLIHAPA YEIOBEK, YTO SBIISICTCS
OJTHOM CEeabMOM BCEX JKHMTEJICH INIaHETHl. MHOTHME IIOJIL30BAaTCIM HE ITOHHMMAIOT, YTO
uH(popManusi, pa3MelleHHas HMMH B COLMAJIbHBIX CETAX, MOXKET ObITh HalaeHa u
MCIIOJIb30BaHa K€M YT'OJIHO, BTOM YHCIIe HE 00s13aTEIbHO ¢ OJIarUMU HaMEPEHUSIMHU.
OCHOBHBIE COBETHI IO OE30MACHOCTH B COLIMATBHBIX CETSIX:

1. Orpannyb CHUCOK Apy3ei. Y TeOs B Jpy3bsX HE JOJDKHO ObITh CIy4yalWHBIX U
HE3HAKOMBIXJIIOJICH;

2. 3ammimai cBOIO YacTHYIO KWM3Hb. He ykaspiBall mapoinu, TenedoHsl, aapeca, 1aTy
TBOETO POXICHHUS U JPYTYIO JIMYHYIO HHGOpMAIuio. 3ITOYMBIIUIEHHUKA MOTYT
UCIOJBb30BaTh Jaxe HH(POpPMAIMIO O TOM, KaK Thl M TBOM DPOAMUTENM IJIAHUPYETE
MIPOBECTH KaHUKYJIBI;

3. 3ammiai cBOIO penyTaluio - Jep>Ku ee B YUCTOTE U 3a/aBail cebe Bompoc: XoTen

Obl ThI, YTOOBI JApPYTrHE IMOJIb30BATENM BUJEIH, YTO Thl 3arpyxaemib? Ilogymait,
MIPEXKJIe YEM YTO-TO ONyOJMKOBATh, HAITUCATh U 3arPy3HTh;

4. Ecnu Thl TOBOPHILB C JIFOAbMH, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3Yl CBOE pPEajbHOE
UMs U JIpYryl0 JIMYHYI0 MHGOpPMAlMU: UM, MECTO MKUTEJIbCTBA, MECTO Yy4yeObl U
poyee;

5. U30eraii pasmemnienus ¢ororpaduii B MHTepHere, rae Tbl u300pakeH Ha
MECTHOCTH, IIOKOTOPON MOKHO ONPEJEIUTh TBOE MECTOIOJIOKEHNUE;

6. [Ipu peructpanuu B COIMAIBbHON CEeTH HEOOXOIHMMO HCIOJB30BATh CIIOKHbBIE
MapoJIn,COCTOSIINE U3 OyKB U IU(P U C KOJINYECTBOM 3HAKOB HE MeHee 8;

7. I counanbHOM CeTH, MOYTHI U APYTHX CATOB HEOOXOAMMO MCIOJIb30BaTh pa3HbIC
naposd. Torma ecnu Te0st B37IOMAIOT, TO 3JIOYMBIIUIEHHUKN TOTy4YaT JOCTYH TOJBKO K
OJIHOMYMECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBbIE [IEHbIH

DONEKTPOHHBIE JIEHBI'M - ATO OYEHb YIOOHBIA CHOCO0 MiaTekel, OJHAKO CYHIECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYyYUTh 3TU JCHBIHU.

DONEKTPOHHBIE JEHbI'M MOSBUINCH COBCEM HENAaBHO MU MMEHHO HM3-3a 3TOr0 BO MHOTHX
roCy/IapcTBax A0 CHUX MOp HE MPOIKUCAHO MPO HUX B 3aKOHAX.



B Poccum xe oHM (PYHKIIMOHHPYIOT M O HUX YK€ TMPOMHCAHO B 3aKOHE, TJE HX
pa3IesAIoT Ha HECKOJIBKO BHJIOB - AHOHMMHBIE M HE aHOHUMHBIE. PazHuIa B TOM, 4TO
aHOHUMHBIE - 3TO Te, B KOTOPBIX pa3pellaercss MpPOBOAUTH olepanuu 0e3
UICHTU(GUKAUN [10JIb30BaTENsd, a B HEAHOHMMHBIX HICHTHU(HUKAIMUSA I10JIb30BaTEIIs
ABJISIETCS 0053aTENBHO.

Taxke cienyer pa3ninyarh 3JIEKTPOHHbIE (PUATHBIE JEHBIU (paBHBI OCYIApPCTBEHHBIM
BaJIIOTaM) U JIEKTPOHHbIE He(UATHBIE ACHBIM (HE paBHBI FOCYJAPCTBEHHBIM BaJllOTaM).
OcHOBHBIE COBETHI 110 O€30N1aCHON padbOTe € ANEKTPOHHBIMH JI€HbIAMU:

1. [IpuBsiku K cueTy MOOUIIBHBIN TenedoH. DTO caMblil yI0OHBIN U OBICTPBII crIOCOO
BOCCTaHOBHUTH AOCTYH K cueTy. [IpuBs3aHHBIi Tene@oH MOMOXKET, ecnu 3a0ynenib CBOU
IUTATEXKHBINM MapOJIb WIIN 3aliIelIb HA CAalT C HE3HAKOMOT'O YCTPOMICTBA;

2. Ucnionw3yil oagHopa3oBble napoau. [locie mepexona Ha YCHIIEHHYIO aBTOPH3ALUIO
Tebe yxeHe OyleT yrpokaTh ONACHOCTh KpakHM WJIHM MepexBarta IUIaTeKHOIo Napois;

3. Boibepu cnoxuplii maponb. [IpectynHukam OyneT He NMPOCTO yrajaaTh CIOKHBIN
naposib. Hajexxapie maponu - 9T0 mapoiii, KOTOphIE COAEpKaT He MEHee 8 3HAKOB W
BKJIIOYAIOT B c€0s CTPOYHBIE U MPONUCHBbIE OYKBbI, IU(PPBHl U HECKOJIBKO CHMBOJIOB,
Takue Kak 3HaK J0Jutapa, pyHTra, BOCKIHIATE IbHBIN 3HaK u T.1. Hanpumep, $tRONg!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIEC HA CaliTaX, KOTOPHIM HE JOBEPSCUIb.

JJIeKTPOHHAS MOYTAa

ONEeKTpOHHAs I0YTa - 3TO TEXHOJOTHS U MPEAOCTABISAEMBIE €0 YCIYTH 10 NEPECBUIKE U
MOJTYYEHHUIO JJIEKTPOHHBIX COOOIIEHUH, KOTOPHIE PAaCHpeleNsioTcs B KOMIIbIOTEPHOU
ceth. OOBIYHO AJIGKTPOHHBIM TOYTOBBIA SIIMK BBINIATUT CISAYIOLUIMM 00pazoMm:
UMs_TI0JIb30BATENA(@UMSI_JToMeHa. Takxke KpoMe MepeJadyd MPOCTOro TEKCTa, MMEeeTcs
BO3MOXHOCTD IepeaBaTh (aibl.

OcCHOBHBIE COBETHI MO O€30MacCHON paboTe C ANEKTPOHHOU MOUTOM:

1. Hajgo BBIOpaTh MpaBUIILHBIN MMOYTOBBIN cepBUC. B MHTEpHETE €cTh OTPOMHBIN BBIOOD
OecIUTaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JY4IlE JOBEPSITh TE€M, KOI'O 3HAeIlb U KTO
NIEPBBIN BPEUTUHTE;

2. He yka3piBail B JIMYHOM mouTe JHUHYK HHPopmanuio. Hampumep, mydie
BbIOpaTh'"My3bIKaIbHbINA _(haHaT@" wnu "pok2013" BmecTo "temal3";

3. Ucnonp3yil ABYX3TalHYH aBTOPHU3ALMI0. OJTO KOrJa IOMHUMO THapoisi HY’KHO
BBOJIUTH KOJI,ITpUCHITIaeMbIid 10 SMS;

4. BpiOepu CHOXHBIA Mapoiib. JIJis KakJ0ro MOYTOBOTO SIIIMKA JOJKEH ObITh CBOM
HA/JIC)KHBIN, yCTOMYUBBINA K B3JIOMY I1apOJIb;

5. Ecnum ecTb BO3MOXHOCTH HamucaTh CaMOMY CBOW JIMUHBIM BOIpOC,
HCTIOJIB3YH 3TYBO3MOKHOCTB;

6. Mcronb3yil HECKOJBKO ITOYTOBBIX SAIIMKOB. IIepBBIM Uil 4YacTHOM IIEPENUCKH C
azipecaTaMu, KOTOPBIM Thl JIOBEPSIEIIb. DTO 3JEKTPOHHBIN aJpec HE Ha/l0 MCHOJIb30BaTh
IIPU perucTpanuu Ha popyMmax u caiTax;

7. He oTkpbiBail (paiisibl M qpyrue BIOXKEHUS B MUChMax, AaKe €CIIM OHU MPUILIN OT
TBOMXIpy3ei. Jlydie yTouHu y HUX, OTIIPABIISUIN JIH OHU TeOe 3TH (paitibl;

8. [locne oxoHuaHUs pabOTHl Ha IOYTOBOM CEPBHUCE IEPE] 3aKPbITHEM BKIAJAKH C
caiftom He3a0yap HaxkaTh Ha "BeritTu".

KunbepOyJiiMHI WM BUPTYyaJbHOE U31€BATEJbCTBO

KubepOymmmHr - mpeciiefjoBaHWE COOOIIEHUSMH, COACPNAIIMMH  OCKOPOJICHUS,



arpeccrio, 3allyTMBaHME; XYJIWTAaHCTBO; COLMAIbHOE OONKOTHPOBAHHWE C TOMOIIBIO
Pa3TUYHBIX WHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO OOpbOE ¢ KHOESPOYIITUHTOM:

1. He 6pocaiics B 00o#. Jlyumuii cioco6: mocoBeTOBaThCA Kak ce0si BECTH U, €CIU HET
TOTO, K KOMY MOXHO OOpaTHUTHCSA, TO BHAuaje YCIOKOUTHhCS. EcCiIu ThI HaYHEIb
OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJBKO emle OOJbIIe Pa30xkKKEeIh
KOH(JIUKT;

2. Yrpasisiii cBoeil kubeppenyraiuei;

3. AHOHUMHOCTh B ceTu MHHMas. CyIIeCTBYIOT CIMOCOOBI BBISICHUTb, KTO CTOWUT 3a
AHOHUMHBIMAKKayHTOM;

4. He cTouT BeCTU XyJIUTaHCKUI oOpa3 BUpPTyaJbHOM XH3HU. WHTEepHET QuKcupyer
BCE TBOHUJICUCTBUS U COXPAHIET UX. Y JAIUTh UX OYyJET KpailHe 3aTpyAHUTEIHHO;

5. Cobunroaait CBOIO BUPTYaJIbHYIO YECTh CMOJIOMIY;

6. Urnopupyii enquHu4HbId HeratuB. OAHOPa30Bble OCKOPOUTEIbHBIE COOOIICHUS
Ty4reurHopupoBatb. OOBIUHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTaIuu;

7.ban arpeccopa. B mporpaMmmax oOMeHa MTrHOBEHHBIMH COOOIICHUSIMHU, B
COLIMANIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKMPOBKHM OTIPaBKU COOOIIEHUM
OTIpe/IeNIEHHBIX aJIPECOB;

8. Ecnmm Thl cBuzmerenb KubOepOymiauHra. TBow JeHCTBUSA: BBICTYNUTH HPOTUB
mpeciieioBaresis, MOKa3aTb €My, YTO €ro JEWCTBHUS OLICHMBAIOTCS HETaTUBHO,
MOAJEpXKaTh JKEPTBY, KOTOPOM HYKHA TICUXOJIOTMYECKass TIOMOIb, COOOIIUTH
B3POCIJIBIM O (paKTe arpecCUBHOTO TIOBE/ICHUS B CETH.

MoOniabHbIN TeaeoH

CoBpemeHHble CMapTQOHBI H IUJIAHIIETH CcOepKaT B ceOe BIIOJIHE B3POCIHbIT
(GYHKIIMOHAI, U Teepbh OHU MOTYT KOHKYPHUPOBATh CO CTAallMOHAPHBIMU KOMITBIOTEPAMHU.
OnHako, CpeACTB 3alIUTHI 711 TOAOOHBIX YCTPOMCTB MOKa O4YE€HBb Majio. TecTHupoBaHUE U
MOWCK YSI3BUMOCTEH BHHX MPOUCXOJUT HE TaK MHTEHCUBHO, kKak s 11K, To ke camoe
KacaeTcsi U MOOMJIbHBIX TIPHIIOKEHUH.

CoBpeMeHHBIE MOOWUIIbHBIE Opay3ephl YK€ MPAKTUYECKHA TOTHAIM HACTOJIbHBIC
aHaJOTH, OJHAKO paclidpeHue (QyHKIHOHAIa BIIEYET 3a CO000M OOJBIITYIO
CJI0’)KHOCTbh U MEHBIIIYIO 3aU[UIIEHHOCTb.

Jlanexko He BCe MPOM3BOJUTEIN BBIMYCKAIOT OOHOBJICHHS, 3aKPBIBAIOIINE KPUTHYECCKUE
YSI3BUMOCTH JUIsI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI /ISl 0€30MaCHOCTH MOOMIIBHOTO TenedoHa:

Hudgero He siBisieTcst mo-HacTosimeMy OecriaTHBIM. Bynbs ocTopoxeH, Beib Korjaa Tede
MpeaIaraloT OecCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KakKue-TO IUIATHBIC
ycayry; ymait, npexzae yem otnpaButh SMS, doto unu Buaeo. Trl TOUHO 3HACIIB, T/I€
OHHM OyIyT BKOHEUYHOM UTOTE?

HeobxonuMo OOHOBJSATH ONEPAMOHHYIO CHCTEMY TBOETrO CMapTQoOHa;

Hcnonw3yii aHTUBUPYCHBIE MPOTPAMMBI /111 MOOMIIBHBIX Telle(pOHOB;

He 3arpyxail npuiaokeHuss OT HEU3BECTHOI'O HMCTOYHHUKA, BEb OHU MOTYT COJEpXkaThb
BPEIOHOCHOE MPOrpaMMHOE 00eCIIeueHUE;

[locne Toro kak Thl BBIHACIIb C caiiTa, IJe BBOAWJ JIMYHYIO MHGOpMAlMIO, 3aiiiu B
HacTpoWKHOpay3epa U yaanu COOKies;

[lepnoanueckn npoBepsiii, KakWe IUIATHBIE YCIYI'M AKTUBHPOBAHBI HA TBOEM



HoMmepe; JlaBail cBOii HOMEP MOOMJIBHOTO Tele(pOHA TOJBKO JIOJSAM, KOTOPBIX Tbl
3HACIllb U KOMY/OBEPSECIIb;

Bluetooth momken ObITH BHIKITIOUEH, KOT/Ia ThI UM He MOJb3yelibes. He 3a0biBait nHOTIA
HPOBEPATH 3TO.

Online urpsI

CoBpeMeHHbIE OHJIAITH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BIICUEHMS,
OOBEAMHSIONINE COTHU ThICSY YEJNOBEK IO BCceMy MHUpY. Vrpoku UCCIEenyroT AaHHBIN
UM MHp, O0IIAIOTCS APYT € JAPYroM, BBINOJHSIOT 3a/laHUs, CPAXKAIOTCS C MOHCTPAMH U
HOJIYYaroT OIBbIT.

3a yAOBOJBCTBUE OHM IUIATAT: IMOKYIMAKOT JUCK, OIUIAYMBAIOT a0OHEMEHT WU
npruoOpeTaoTKaKue-TO OILUY.

Bce »tm cpeactBa mMayT Ha NOAAEPKAHME W Pa3BUTHME HWIPBL, 4 TaKXKE Ha camy
0€30I1aCHOCTh: COBEPUICHCTBYIOTCSI CUCTEMbl aBTOPU3AllMH, BBITYCKAIOTCSI HOBBIE MAaT4U
(undpoBble 3amIaTKUUIA IPOrPaMM), 3aKPHIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B 1momoOHBIX HUrpax CTOUT OMAcaThCsi HE CTOJBKO CBOMX CONEPHUKOB, CKOJIBKO KpaXkH
TBOETOIapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALMU OOJBLIIMHCTBA UTP.
OcCHOBHBIE COBETHI IO OE30MACHOCTH TBOET'O UTPOBOTO aKKayHTa:

1. Ecniu npyroil urpok BeAeT ce0s IJI0OXO0 WIM Cco3AaeT TeOe HEeNpUSTHOCTH,
3a0JIOKUPYH €ro BCIHCKE UTPOKOB;

2. Iloxanyiics aAMMHMCTpAaTOpaM HIPhl Ha IUIOXO€ IIOBEIEHHE JTOrO HUIPOKA,
KEJIaTEeIbHOIIPUIIOKNATH KaKHEe-TO 10Ka3aTelIbCTBA B BUAE CKPUHOB;

3. He ykasbiBail 1uuHyto nHGopMaluio B npodaiiie urpsl;

4. YBaxkall IpyruX y4aCTHHKOB IIO UTDE;

5. He ycranaBnuBaii Heo(unaabHbIe TATYU U MOJIBI;

6. Mcnosb3yil C0KHBIE U Pa3HbIC MAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMT OTKJIIOYaTh aHTUBHpYyC. [loka ThI mrpaems, TBOU
KOMIIBIOTEPMOT'YT 3apa3uTh.

OUIIMHT WM KPasKka JUYHBIX JAHHBIX

OObIUHOM Kpakell NIeHeT W JOKYMEHTOB CETOAHS YK€ HHMKOTO HE YAMBHIIL, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUN 3JI0YMBIIIJICHHUKN MIEPEMECTUIINCH B UHTEPHET, U
MPOJOJIKAIOT 3aHUMAThCS "THIOOUMBIM" JIEJIOM.

Tak mosiBUiach HOBast yrpo3a: HHTEPHET-MOIIEHHNYECTBA MM (DUIIMHT, TJIaBHAs ENb
KOTOPOTO COCTOMUT B TIOJYYEHUU KOH(PUACHIMAIBHBIX JaHHBIX MOJb30BaTeNe -
JoruHOB W maponed. Ha anrnwmiickom s3bike phishing uutaercss kak ¢uimuHr (OT
fishing - peiOHas 0B, password - maposp).

OcHOBHBIE COBETHI 110 OOpHOE ¢ PUITHHTOM:

1.Caenn 3a cBoMM akkayHTOM. Eciam Tl mojo3peBaemib, 4TO TBOSI aHKeTa Oblia
B3JIOMaHa, TO He0OX0IUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJIMUHUCTpATOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Uctionp3yit Oe3omacHbie BeO-CAlThl, B TOM 4YHCJIE, MHTEPHET-MAarasuHoB U
ITOMCKOBBIX CUCTEM;

3. Ucnonb3yil ciaokHble U pa3Hble napoiau. Takum oOpa3zoM, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKH T0JIy4aT JOCTYN TOJBKO K OJAHOMY TBOEMY HMpPO(UII0 B CETH, a HE
KO BCEM;

4. Ecnu 1e0s B3IOMaiM, TO HEOOXOAMMO IPEIYNPEAUTh BCEX CBOUX 3HAKOMBIX,



KOTOpBIE J00aBIIEHBI ¥ T€OS B APY3bsiX, O TOM, YTO TeOs B3JIIOMaU M, BO3MOXKHO,

OT TBOETO UMEHU OYJET pacChUIaThCs ClIaM M CCHUJIKU Ha (DUILMHTOBBIE CANTHI;

5. YcranoBu Haaexubii mapois (PIN) Ha MoOHIbHBIN TenedoH;

6. OTKIII0YM COXpaHEHHe Napois B Opaysepe;

7. He oTkpbiBail (paiisibl U qpyrue BIOKEHUS B MUCbMax, JaK€ €CJIM OHU MPUILIN OT
TBOMXJIpy3ei. Jlydille yTOUHU y HUX, OTIPABISUIN JIM OHU TeOe 3T (Pailbl.

HudpoBas penyranus

[udposas penyranust - 3T0 HEraTHUBHAs WJIM MO3UTUBHAs MH(pOpMalMs B CETH O TeOe.
Kommpomerupyromas uHpopManusi, pa3MEIICHHAs B HMHTEPHETE, MOXET CEpPhE3HBIM
o0pa3oM OTpa3HuTbcs Ha TBoeW peasnbHOM xu3HU. "lludposas penyrauua" - 310 TBOU
UMUK, KOTOpBIA(popMupyercs U3 nHpopMaluuu o Te0e B MUHTEpHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IMOJIOKEHNE, OCOOEHHOCTH XapakTepa
upacckasbl 0 OJM3KUX - BCE 3TO HAKAIJIUBACTCS B CETH.

MHorue noAapoCcTKU JIETKOMBICIIEHHO OTHOCATCS K IMyOJMKALMK JIMYHON MH(OpMalUK B
WuTepHeTe, He TOHMMAsi BO3MOXKHBIX HocaencTBUM. Thl Jaxke HE CMOXKEIIb 10TaJaThCs
0 TOM,uTO (oTorpadus, pa3MelIeHHas S JIeT Ha3al, CTajla MPUUYMHOM OTKa3a MPHUHATH
TeOs1 Ha paboTy.

KomMmeHnTapun, pasmemenue TtBoux (oTtorpapuil um apyrue AEHCTBUS MOTYT HeE
MCYE3HYTh JIaXKe IMOCJIe TOTr0, KaK Thl MX yJalHIb. Thl HE 3HAClIb, KTO COXPAHHUII 3Ty
uH(popMalMio, Nonaja JIi OHAa B TIOMCKOBBIE CHUCTEMbl M COXpaHWIAach JU OHA, a
[JIaBHOE: YTO MOAYMAIOT O Te0e OKpY’Kalollue JII0U, KOTOphle HalAyT U YBUIAT 3TO.
Haiitu wunHpOpManuioo MHOTO JI€T CIYCTS CMOXET Jo00i - Kak H3 JI0OpBIX
noOYy>XICHU, TaK U ¢ HAMEPEHUEM MTPUUUHUTH BPeJl.DTO MOXKET OBITh KTO YTOJTHO.
OcHOBHBIE COBETHI O 3alUTe HUGPOBON penyTaluu:

1. [lonymaii, npexae 4em 4To-To MyOIMKOBaTh U MepeaaBarh y ceds B Giore

WY BCOIIMAJIbHOM CETH;

2. B Hacrpoiikax mnpoduis yCTaHOBU OrpaHUYEHHUS HA MPOCMOTP TBOETO
mpouIIs U erocoAepKUMOT0, cliejail ero Toabko "ans apysei';

3.He pa3memaii u He yka3piBall HMHQOpPMAIUIO, KOTOpash MOXET KOTo-JIu0o
OCKOPOJISATHh MITMOOMKATH.

ABTOpCKOE NIPaBo

CoBpeMeHHbIE IIKOJBHUKMA - AaKTHBHBIC IOJIb30BaTENM LU(POBOrO MPOCTPAHCTBA.
OnHako aneko He BCE 3HAIOT, YTO MOJIb30BAHWE MHOTUMH BO3MOXHOCTSIMHU ITU(PPOBOTO
Mupa TpeOyeTcoOII0IeHus PaB Ha MHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTemnekTyanbHas cOOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM TBOPEHUSM
YeJI0OBEUECKOr0 yMma, HauyuHash C HOBBIX H300pETeHMH M 3HAKOB, 0003HAYAIOIINX
COOCTBEHHOCTh Ha MPOAYKTHI W YCIAYTH, U 3aKaH4YMBasg KHUTaMH, (GoTorpadusmu,
KMHO(UIbMaMHU U MY3bIKaJIbHBIMH MPOU3BEICHUSIMH.

ABTOpCKHE MpaBa - 3TO MpaBa HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha NPOU3BEIACHUS
HayKH, IUTEpATypbl U UCKYCCTBA. ABTOPCKHE IpaBa BBICTYNAIOT B KayeCTBE I'ApaHTUHU
TOT0, YTO MHTEJUIEKTYaIbHBIA/TBOPUECKHUI TPy aBTOpa He OyJeT HalpacHbIM, JacT eMy
CIpaBeJIUBbIE BO3MOKHOCTU 3apaboTaTh Ha pe3yjbTaTax CBOEro TPYAd, HOJYYUTh
U3BECTHOCTh U Mpu3HaHue. Hukro 6e3 paspelieHust aBTopa HE MOKET BOCHPOMU3BOJIUTH
€ro IpOU3BEAECHHUE, pACHPOCTPaHITh, MYOJIUYHO JIEMOHCTPUPOBaTh, MPOAABATH,
UMIOPTHPOBATh, IMYCKaTh B MPOKAT, MyOJIMYHO HCIIOJHATH, MOKA3bIBATH/UCHIOIHATH B



abupe wim pasmeniath B MHTepHere. Mcmonb3oBanue '"mupaTckoro" mporpaMMHOTO
o0OecrieueHrs MOXKET TMPUBECTH K MHOTMM pHCKaM: OT TIOTEpU MAaHHBIX K TBOUM
aKKkayHTaM /0 OJOKMPOBKM TBOETO YCTPOMNCTBA, TIJ€ YCTaHOBJEHA HeJlerajbHas
nporpamMMa. He cTtouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalibHble U OECIUIaTHBIE
IPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O noprane

CereBUYOK.pp - TBOHM TJIaBHBIH COBETYMK B CETH. 3JE€Chb Thl MOXEIIb Y3HATh O
0€30MacHOCTH B CETU TMOHATHBIM M JOCTYIHBIM SI3BIKOM, a TIPU BO3HHUKHOBEHUU
KPUTHYECKOW CUTYalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHATH y4acTUE B KOHKypcax
U CTaTh CaMbIM IIU(POBBIM I'PpaXKIaHUHOM !



